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Nytt servercertifikat for
Tullverkets OFTPv2-server
tmf01.tullverket.se

OBSERVERA att detta géller byte av
servercertifikat for tmfO1.tullverket.se,
vilket inte ska forvaxlas med foretagets
eller Tullverkets signeringscertifikat, som
anvands for att signera dokument som
skickas till eller fran Tullverket.
Servercertifikatet anvands for att
identifiera Tullverkets server nar
krypterad uppkoppling sker fran
foretagen via OFTPv2.

Servercertifikatet som anvands for
tmf01.tullverket.se kommer att bytas ut
2020-09-15 kl. 13.00.

Det nya servercertifikatet har samma
leverantér som det tidigare men med
forandringar i fortroendekedjan. | manga
datormiljoer behover det dnda inte gbras
nagra andringar eftersom att Tullverkets
server returnerar mellanliggande
certifikat som leder till samma betrodda
rotcertifikat som tidigare.

Tekniska detaljer kring fortroendekedjor
och lankar for nedladdning av certifikat
beskrivs nedan.

New server certificate for
Swedish Customs’ OFTPv2
server tmf01.tullverket.se

NOTE that this applies to server
certificate replacement for
tmf01.tullverket.se, not to be confused
with the Company Signature Certificate
or the Swedish Customs Signature
Certificate used to sign documents sent
to or from Swedish Customs. The server
certificate is used to identify Swedish
Customs’ server when encrypted
connections are made from companies by
OFTPv2.

The server certificate used for
tmf01.tullverket.se will be replaced
September 15, 2020 at 11.00 AM UTC.

The new server certificate has the same
supplier as the previous but with changes
in the trust chain. In many computer
environments, there is still no need to
make any changes as Swedish Customs’
server returns intermediate certificates
leading to the same trusted root
certificate as before.

Technical details regarding trust chains
and links for downloading certificates are
described below.
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Beskrivning av anvand fortroendekedja fore
och efter bytet.

Rotcertifikat

Description of the certificate trust chains used
before and after the replacement.

Root certificate

"GlobalSign Root R1”
https://secure.globalsign.net/cacert/Root-R1.crt

notBefore=Sep 1 12:00:00 1998 GMT
notAfter=Jan 28 12:00:00 2028 GMT
serial=040000000001154B5AC394

subject= /C=BE/O=GlobalSign nv-sa/OU=Root CA/CN=GlobalSign Root CA
issuer= /C=BE/O=GlobalSign nv-sa/OU=Root CA/CN=GlobalSign Root CA

Cross-signed
intermediate

Korssigner
certificate

certifikat

Tidigare Previous

mellanliggande intermediate

certifikat certificate
%Fg%}i:‘t&ion Validation CA - SHA256 - G2”

https: ure.globalsign.com/cacert/gsorganizatio sha2g

2rl.crt

subject= /C=BE/O=GlobalSign nv-s =GlobalSign

Organization Validation CA - 56 - G2
issuer= /C=BE/O=GlobaJStgn nv-sa/Od=Root
CA/CN=GlobalSigp-Root CA
notBefore=Fety20 10:00:00 2014 GMT
notAfter<Feb 20 10:00:00 2024 GMT

"GlobalSign Cross Certificate - R3 signed by R1 (2018)”
http://secure.globalsign.com/cacert/rir3sha2cross2018.crt

subject= /OU=GlobalSign Root CA -
R3/0=GlobalSign/CN=GlobalSign

issuer= /C=BE/O=GlobalSign nv-sa/OU=Root
CA/CN=GlobalSign Root CA

notBefore=Sep 19 00:00:00 2018 GMT
notAfter=Jan 28 12:00:00 2028 GMT
serial=01EE5F169DFF97352B6465D66A

mellanliggande intermediate
certifikat certificate

serfal=040000000001444EF04247

Previous server

Tidigare
certificate

servercertifikat

"GlobalSign RSA Organization Validation CA —2018”
http://secure.globalsigh.com/cacert/gsrsaovsslca2018.crt

subject= /C=BE/O=GlobalSign nv-sa/CN=GlobalSign RSA OV
SSL CA 2018

issuer= /OU=GlobalSign Root CA -
R3/0=GlobalSign/CN=GlobalSign

notBefore=Nov 21 00:00:00 2018 GMT

notAfter=Nov 21 00:00:00 2028 GMT
serial=01EE5F221DFC623BD4333A8557

Nytt New server
servercertifikat certificate

httg://ca.tullverket.se/server authentication/wildcard tp#e/
rket.se\GLobaISign 2020-09-18.cer

subject=
/C=SE/ST=Stockholm/L=Stackholm
tullverket.se
issuer= /C=BE/O=GlobalSign nv-sa/CN=GlobalSign
Organization Validation CA - SHA256 - G
notBefore= 18 07:01:27 2018 GMT
notAfterSep 18 07:01:27 2020 GMT
al=4088CD436078B21F3D1DFA4F

=IT/O=Tullverket/CN=*

http://ca.tullverket.se/server authentication/wildcard tullve
rket.se GlobalSign 2022-08-20.cer

subject=
/C=SE/ST=Stockholm/L=Stockholm/OU=IT/O=Tullverket/CN=*
tullverket.se

issuer= /C=BE/O=GlobalSign nv-sa/CN=GlobalSign RSA OV SSL
CA 2018

notBefore=Aug 19 11:41:35 2020 GMT

notAfter=Aug 20 11:41:35 2022 GMT
serial=524858CBD91B1F429F26E7B3
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Alternativ fortroendekedja som anvander Alternative certificate trust chain using

GlobalSign Root CA R3. GlobalSign Root CA R3.
Rotcertifikat, returneras inte av Root certificate, not returned by Swedish
Tullverkets server Customs’ server.

“GlobalSign Root R3”
https://secure.globalsign.net/cacert/Root-R3.crt

subject= /OU=GlobalSign Root CA - R3/0=GlobalSign/CN=GlobalSign
issuer= /OU=GlobalSign Root CA - R3/0=GlobalSign/CN=GlobalSign
notBefore=Mar 18 10:00:00 2009 GMT

notAfter=Mar 18 10:00:00 2029 GMT
serial=04000000000121585308A2

Nytt mellanliggande certifikat New intermediate certificate

”GlobalSign RSA Organization Validation CA —2018”
http://secure.globalsign.com/cacert/gsrsaovsslca2018.crt

subject= /C=BE/O=GlobalSign nv-sa/CN=GlobalSign RSA OV SSL CA 2018
issuer= /OU=GlobalSign Root CA - R3/0=GlobalSign/CN=GlobalSign
notBefore=Nov 21 00:00:00 2018 GMT

notAfter=Nov 21 00:00:00 2028 GMT
serial=01EE5F221DFC623BD4333A8557

Nytt servercertifikat New server certificate

http://ca.tullverket.se/server authentication/wildcard tullverket.se GlobalSign 2022-08-20.cer

subject= /C=SE/ST=Stockholm/L=Stockholm/OU=IT/O=Tullverket/CN=* tullverket.se
issuer= /C=BE/O=GlobalSign nv-sa/CN=GlobalSign RSA OV SSL CA 2018
notBefore=Aug 19 11:41:35 2020 GMT

notAfter=Aug 20 11:41:35 2022 GMT

serial=524858CBD91B1F429F26E7B3

Med vanliga halsningar Best regards
Tullverket, IT-avdelningen, Swedish Customes, IT Division,
EDI-certifikat EDI-certifikat
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